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What is Social Media?

Social Media is defined as any website 
and/or application that enable users to 
create and share content or to participate in 
social networking.



Social Media
Social Media is not a new concept, having roots in 
Usenets, BBSs (Bulletin Board Systems) and 
Internet Relay Chat, which were first used in 1988 
and continued to be popular well into the 1990’s.

The first recognizable, modern social media site, Six 
Degrees, was created in 1997. It enabled users to 
upload a profile and make friends with other users. 
Six Degrees, at its peak, had approximately one 
million users.



Social Media
Myspace – founded in 2003, and by 2006 was the 
largest social network.  For some time, it was wildly 
popular and it is given credit for expanding the 
reach of social media before Facebook took the 
reigns from it in 2008.



Social Media: Today
Social Media has become an integral part of 
modern society.  There are social networks with 
user bases larger than the populations of most 
countries.
Niche sites exist for virtually every special interest.
Many of the largest social media sites are not 
based in the United States. They deserve to be 
mentioned because valuable information could be 
available if a user has an account.



Social Media: Current (2020)
Most popular Social Media platforms:

Facebook – 2.6 billion users (Old: 2.45 billion +150 million)

YouTube – 2 billion users (Remains steady)

WhatsApp – 2.0 billion users (Old: 1.6 billion + 400 million)

WeChat – 1.2 billion users (Old: 1.1 billion + 100 million)

Instagram – 1.1 billion users (Old: 1.0 billion + 100 million)

TikTok – 800 million users (Old: 500 million +300 million)

Tencent QQ (QQ) – 694 million users (Old: 823 million -131 million)

Sina Weibo – 500 million users (Old: 465 million +35 million)

QZone – 517 million users (Old: 572 million -55 million)

Reddit – 430 million users (Remains steady)

Douyin – 400 million users (TikTok in China)



Social Media: Current (2020)
Number of people globally that use some form of 
social media: 3.96 billion (2.82 billion - 2019) (2.62 
billion - 2018)

Due to Covid-19 restrictions worldwide, there was a 
monumental increase in online and digital activities 
globally.



Social Media: The Content



Social Media: The Content
The Cheyenne Rose Antoine case.





Social Media: The Content
This photo was posted to Cheyenne Antoine’s Facebook page the 
evening that she and her friend, Brittney Gargol, went out for an 
evening on the town.

Antoine is on the left, Gargol is on the right.



Social Media: The Content
The next morning, a passerby discovered the body of 18 year old 
Brittney Gargol on the side of the road in Saskatoon, Canada.

Under questioning, Antoine told authorities that Gargol went home 
with an unidentified man the previous night.



But, there’s a problem with that explanation…



Social Media: The Content
Along with Gargol’s body, a belt was discovered in the vicinity.

Authorities believed it was the murder weapon and was used to 
strangle Gargol.

The belt looked a lot like…



This one:



Social media: The Content
Antoine was arrested and charged with second-degree murder, but 
pleaded to a lesser charge of manslaughter.

Antoine maintains that she does not remember killing Gargol, but took 
responsibility for her death.



Social Media: The Content
People post their everyday interactions on social media, which at first 
glance may seem mundane, but in time can prove to be both beneficial 
and/or harmful to a prosecution OR a defense.

The sheer amount of users means that billions of messages, posts, 
photos, etc are posted daily.

As of January, 2021, there are 190 million Facebook users in the US, 
however, there are an estimated 120 million fake profiles globally.

On Facebook alone, as of 2021, users upload 350 million photos per 
day; 14.58 million photo uploads per hour; 243,000 per minute; and 
4,000 uploads per second.

Every 60 seconds, 510,000 comments are posted and 293,000 statuses 
are updated.

6.1 million marketers (advertisers) use FB regularly in 2020.



Social Media: Snapchat
Multimedia messaging app with primary feature consisting of messages 
and pictures that only last for a short time before being inaccessible to 
recipient.

Snapchat has consistently evolved from person-to-person messaging, 
into featuring user's “stories” of 24 hour chronological content.

Allows for augmented reality objects – Snapchat filters.

Primarily used by younger generations, leading to privacy concerns and 
many cases involving teens sharing inappropriate content.  Many cases 
like this end up with an underage user's photo(s) being shared out 
without their knowledge or consent.



Social Media: Snapchat
As of Q3 2020, there are over 249 million active daily Snapchat users.

101.4 million of those are in North America.

Snapchat reaches 75% of millennials and Gen Z.

Average daily snaps created in Q3 2020 was over 4 billion.

About 2.1 million snaps are created every 60 seconds.

Snapchat is ranked as the 2nd most used messenging app in the US.

Active users open Snapchat in excess of 30 times daily.

Snapchat confirms increased engagement on ads, with a 36% increase in 
install volume for app ads.



Social Media: Snapchat



Social Media: Snapchat



Social Media: Snapchat





Social Media: TikTok
TikTok is a short-form video sharing app that allows users to make and 

share 15-second videos on any topic.

Formerly known as Musical.ly, which had a similar format, but focused 
on users making lip sync videos.  Musical.ly was purchased by Chinese 
firm ByteDance in 2018.  The app was re-branded as TikTok and all 
users were automatically moved to the new platform.



Social Media: Psychology
After almost two decades of social media use, scientists are now 
beginning to understand the psychology of it.

Dopamine: Scientists used to think dopamine was a pleasure chemical 
in the brain, but they now know that it actually creates “want”. 
Dopamine causes us to seek, desire, and search.

Dopamine is stimulated by unpredictability, small bits of information, 
and by reward cues – pretty much the same conditions that are found 
on social media.

The pull of dopamine is so strong that studies have shown tweeting can 
be harder for people to resist than cigarettes and alcohol.



Social Media: Psychology
Oxytocin – Known as the “love hormone”.  It is raised by hugging and 
kissing.  It acts as a neurotransmitter in the brain and plays a large role 
in mother and child bonding as well as in pair bonding.

It also rises when someone tweets.  In one experiment, after just 10 
minutes of being on Twitter, Oxytocin levels rose as much as 13% - a 
hormonal spike equivalent to a groom who was monitored on his 
wedding day.

In Context: Survey (UK)

53% of people had anxiety when they couldn't use their phone.

61% said they couldn't go without their phone for a week.

66% said they couldn't go without – for one day.

Source: itstimetologoff.com



Social Media: Retention
All major social media networks have data retention policies. I would 
encourage anyone conducting work with social media to read those 
policies.

Exactly what kind of data is retained and can be supplied by social 
media giants?



Social Media: The Data
All data that is posted to that specific account by 
the user, including photos, messages, posts, status 
updates, etc.

Email address(s) used to sign up / login to account.

Account creation IP address, login IP addresses.
Networks and connections, including people, 
pages, accounts, hashtags, groups, etc.



Social Media: The Data
Important to remember that much of this data can 
be deleted or removed by the user, which means 
that it’s always a good idea to….

Preserve the account.  Some providers make it easy 
with an online tool (mostly for law enforcement 
only), but most will require a preservation letter. 
This can preserve both exculpatory as well as 
inculpatory evidence.



Social Media: The Data
Just how much data is being harvested on the 
billions of users?
For starters, both Google and Apple knows where 
you’ve been.
Google knows everything you’ve ever 
searched…and deleted.  Search history is shared 
across devices.
Google has an advertisement profile of you, which 
includes your location, gender, age, hobbies, career, 
interests, relationship status, weight and income.



Social Media: The Data
Google and Apple know every app that you use or have used.

Google has your entire YouTube history.

The data that Google has on you can fill millions of Word documents, for a 
single user.
Facebook has reams of data too, including every message you’ve ever sent 
or received, every file you’ve sent or received, as well as all of the audio 
messages you have as well as all of the contacts in your phone.

Facebook also collects all data in relation to things that you’ve “liked”, 
including things that you and your contacts even talk about in messages or 
posts.  All of this data is harvested in order to more precisely target 
individuals with advertisements.

Facebook stores information every time you log in, where you logged in 
from, what time you logged in, and from which device you logged in on.



Social Media: The Data
Certain applications can access your webcam and 
microphone. 
The data they collect includes tracking your 
location, what apps you have, when you use those 
apps, what you use them for, your contacts, your 
emails, you calendar, call history, messages sent 
and received, downloaded files, games you play, 
your photos and videos, your music, search history, 
browsing history and even which radio stations you 
prefer.



Social Media: Practical
Let's test this.
Take out your cell phone.
Apple iPhone → Settings → Privacy → Location 
Services → System Services → Significant Locations.
The location service can be turned off from this 
screen as well. Apple has said that when location 
services are turned off, none of that data is 
transferred back to their servers.



Social Media: Practical
Android:
Settings → Privacy → Google Location History → 
Manage Activity.
This opens Google Maps and shows not only your 
location history data, but also movement data and 
how long it took to travel from location to location.
This is how Google figures out traffic patterns and 
slow traffic on the map.



Social Media: Practical
February 3rd, 2020: Man uses 99 phones and a 
wagon to create a “Virtual Traffic Jam” on Google 
Maps.



Social Media: Practical
In 2018, the New York Times took a look at the 
common practice of location sharing, here is what 
they found:

“To evaluate location-sharing practices, The Times tested 20 apps, most of which 
had been flagged by researchers and industry insiders as potentially sharing the 
data. Together, 17 of the apps sent exact latitude and longitude to about 70 
businesses. Precise location data from one app, WeatherBug on iOS, was received 
by 40 companies. When contacted by The Times, some of the companies that 
received that data described it as ‘unsolicited’ or ‘inappropriate.’”



Social Media: Practical
So app developers are sharing your location with 
any number of unknown advertisement companies, 
what can you do?

IOS – Only allow apps to know your location “Only 
while using the App.”

Android – Now has the same option, however, it’s 
more difficult to get to and requires going through 
app permissions in settings.



Social Media: Practical
You can turn off location sharing, but that means 
you won't be able to access many features of many 
apps.

Maps will not route directions, weather apps will 
not be able to tell you about your local weather, no 
app will be recommending good restaurants in your 
area, and you won't see traffic hazards or speed 
traps on your maps.

It is up to you to determine if you want privacy, or 
convenience.



Social Media: Practical
EXIF data:
Exchangeable Image File Format.
A type of Metadata that contains information on 
both image and sound files. What type of camera, 
model, date / time, exposure, location in 
latitude/longitude, etc.

It is possible to accidentally expose your location to 
anyone when you upload photos taken with your 
cellphone to some places.

Most social media sites strip this data, however, 
some do not.



Social Media: Practical
EXIF data:



Social Media: Practical
EXIF data:



Social Media: Practical



Social Media: Obtaining the 
Data
There are three ways for law enforcement agencies to obtain data from 
social media platforms:
• Subpoena:  Basic subscriber records, which may include name, length 

of service, credit card information, email addresses, and recent 
login/logout IP addresses, if available.

• Court Order: Information pertaining to the account, not including 
content of communications, which may include message headers and 
IP addresses, in addition to the basic subscriber records identified 
above.

• Search Warrant: Upon a showing of probable cause, can compel the 
disclosure of all stored content of any account, which may include 
messages, photos, videos, posts and any location information.



Social Media: Obtaining the 
Data
Data can be obtained from multiple sources, not just service providers; 
IE Facebook, Google, SnapChat, etc.

Forensic processing of mobile devices can display a wealth of 
information and data under many circumstances.

“Push button forensics”:





Social Media: Obtaining the 
Data
A deep dive:





Forbidden: The “deep/dark”



Forbidden Territory: The Dark 
Web

What exactly is the Dark Web?

Simply, it’s the World Wide Web content that exists on darknets that use 
the same infrastructure of the internet, but require specific software, 
configurations, or authorization to access.

“Dark Web” and “Deep Web” are often used interchangeably, but they 
are different.  The Deep Web is all content that is not indexed by 
search engines, or that requires a specific login.  For example, your 
financial information is considered “Deep web” content, as is medical 
records, legal documents, academic information, government 
resources, etc.

The Dark Web is also not indexed, because it cannot be seen by 
“normal” browsers.  These locations typically need some sort of 
authentication or cryptography to access.



Sounds fun! How though?



So, how do we access it?
I’m glad you asked, because I’m going to show you one easy way.

Tor.  The Onion Router.

Tor is open source software used to enable anonymous communication by 
directing traffic through a worldwide, volunteer overlay network consisting of 
thousands of relays. This helps to conceal a user’s location and usage from 
anyone conducting network surveillance and traffic analysis.

Tor can be downloaded for free by anyone in the form of a forked Firefox 
browser.

Tor is both lauded and criticized, for simultaneously empowering people with 
privacy and acting as a vehicle for criminal activity.

Tor was used by Edward Snowden to leak PRISM information to the Media.



The Dark Web
What’s on the Dark web?  Let’s take a look!

Cloned Credit Cards:





The Dark Web
Stolen Electronics:





The Dark Web
Narcotics:

















The Data: The End
It’s important to remember that everyone leaves a data-trail miles long 
when they use online services, especially social media.  All of the data 
that they collect can theoretically be procured by agencies in the course 
of an investigation.

Social Media – whether in the form of Twitter, Facebook, YouTube, or 
any number of other online communities – has long passed the phase of 
being a fad.  It is here to stay, it has a massive amount of influence, and 
it is incumbent upon everyone to know what data you may be leaking.
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